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DETAILED ACTION 

1 . This action is in response to the applicant's preliminary amendment dated 
01/13/2005. In the amendment claims 1-16 are cancelled, claims 17-33 are newly 
added and title of the invention is replaced. 

2. Claims 17-33 are presented for examination. 

Information Disclosure Statement PTO-1449 

3. The Information Disclosure Statement submitted by applicant on 01 -1 8-2005 has 
been considered. Please see attached PTO-1449. 

Specification 

4. The disclosure is objected to because of the following informalities: 

It is not clear in the layout of the specification as where the back ground, 
summary or detailed description starts and ends. 
Appropriate correction is required. 

The following guidelines illustrate the preferred layout for the specification of a 
utility application. These guidelines are suggested for the applicant's use. 

Arrangement of the Specification 

As provided in 37 CFR 1 .77(b), the specification of a utility application should include 
the following sections in order. Each of the lettered items should appear in upper 
case, without underlining or bold type, as a section heading. If no text follows the 
section heading, the phrase "Not Applicable" should follow the section heading: 
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(a) TITLE OF THE INVENTION. 

(b) CROSS-REFERENCE TO RELATED APPLICATIONS. 

(c) STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR 

DEVELOPMENT. 

(d) INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED ON A 

COMPACT DISC (See 37 CFR 1 .52(e)(5) and MPEP 608.05. Computer 
program listings (37 CFR 1 .96(c)), "Sequence Listings" (37 CFR 1 .821 (c)), 
and tables having more than 50 pages of text are permitted to be 
submitted on compact discs.) or 

REFERENCE TO A "MICROFICHE APPENDIX" (See MPEP § 608.05(a). 
"Microfiche Appendices" were accepted by the Office until March 1 , 2001 .) 

(e) BACKGROUND OF THE INVENTION. 

(1) Field of the Invention. 

(2) Description of Related Art including information disclosed under 37 
CFR 1.97 and 1.98. 

(f) BRIEF SUMMARY OF THE INVENTION. 

(g) BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S). 

(h) DETAILED DESCRIPTION OF THE INVENTION. 

(i) CLAIM OR CLAIMS (commencing on a separate sheet). 

(j) ABSTRACT OF THE DISCLOSURE (commencing on a separate sheet). 

(k) SEQUENCE LISTING (See MPEP § 2424 and 37 CFR 1 .821-1 .825. A 
"Sequence Listing" is required on paper if the application discloses a 
nucleotide or amino acid sequence as defined in 37 CFR 1 .821(a) and if 
the required "Sequence Listing" is not submitted as an electronic 
document on compact disc). 



5. The abstract of the disclosure is objected to because it includes acronyms 
referring to elements in the drawing. 

Appropriate correction is required. 



Claim Objections 

6. Claims 1 7-1 8, 21 , 24, 27 and 30-33 are objected to for following informalities: 

Claim 17, in line 3 and 5 includes words "these" and "this", and in line 4 includes 
"thanks to a network key". To provide more clarity examiner suggests replacing 
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words "these" and "this" to word "the" and deleting "thanks to a network key" from the 
claim language. 

In claim 18, after "transferred" before "the broadcasting device" change "in" to 

--to-- . 

Claims 21 and 27 are objected to for informalities similar to claim 17. 

Claims 24 and 33 are objected to for being duplicated claims. 

In claim 30, second line, after "said", before "center" add -verification--. 

In claim 31 remove "on one hand" and "on the other hand". 

The objected informalities shown as examples are not meant to be exclusive. 
Applicants are encouraged to review all the presented claims and correct similar 
informalities if any. 

Claim Rejections - 35 USC § 112 

7. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out 
and distinctly claiming the subject matter which the applicant regards as his 
invention. 

8. Claim 21 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. In the claim it is not clear as what applicant means by "which 
sends back to it the corresponding cryptogram". In particular it is unclear as who is 
sending back the corresponding cryptograms and where it is being sent to. 
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9. Claim 24 recites the limitation "the white list" in line 2. There is insufficient 
antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 102 

1 0. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

1 1 . Claims 1 7, 25-27 and 30 are rejected under 35 U.S.C. 1 02(b) as being 
anticipated by Torigai et al. (US Patent No. 6,038,321). 

Regarding claim 17 

Torigai teaches a validity verification method for a network key in a digital 
domestic network comprising at least a broadcasting device and a processing 
device, the broadcasting device having encrypted data to broadcast to the 
processing device, these data being accessible by the processing device 
(column 5, lines 62-65) , this method comprising following steps: transmission of 
a test key by the broadcasting device to the processing device, calculation of a 
cryptogram in the processing device resulting from the test key encryption by the 
network key, sending of the cryptogram to the broadcasting device, 
determination of the network key validity by the broadcasting device by 
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comparing the cryptogram with a list of control cryptograms (column 10, lines 24- 
52). 

Regarding claim 25-27 and 30 

Torigai furthermore teaches, wherein the broadcasting device comprises a 
converter module in charge of the verification operations; wherein the processing 
device comprises a terminal module storing the network key; wherein the control 
list is stored in a memory of the broadcasting device, the comparison with the 
cryptogram is carried out by this device; and wherein the control list is stored by 
a verification center, the broadcasting device transmits the cryptogram to said 
center for carrying out the verification (column 5, line 62-column 6, line 64). 



Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) patent may not be obtained though the invention is not identically disclose or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 



1 3. Claims 1 8-21 ,23, 24, 28 and 31 -33 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Torigai et al. (US Patent No. 6,038,321 ) in view of Medvinsky et al. 
(US Patent No. 7,237,108 B2). 
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Regarding claim 18 

Torigai teaches all limitation of the claim as applied to claim 17 above. 
Torigai furthermore teaches wherein the test key and the list of control 
cryptograms constitute control data (column 10, lines 40-52). Torigai does not 
explicitly teach control data are generate in a verification center and transferred 
in the broadcasting device. However, in an analogous art, Medvinsky teaches 
control data are generate in a verification center and transferred in the 
broadcasting device (column 7, lines 14-35). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Torigai to include generating control 
data in a verification center and transferring in the broadcasting device. This 
would have been obvious because person having ordinary skill in the art at the 
time the invention was made would have been motivated to do so in order to 
provide a secure transmission of real time content in a network (column 1 , line 
35). 

Regarding claim 19 

Torigai teaches all limitation of the claim as applied to claim 17 above. 
Torigai furthermore teaches, wherein the test key is determined by the 
broadcasting device, the list of control cryptograms is calculated by the 
broadcasting device on the base of a predetermined list of network keys and 
constituting the control data, each control cryptogram being the result of the 
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encryption of a listed network key with the test key (column 5, lines 59-65). 
Torigai does not explicitly teach the list of control cryptograms is calculated by 
the broadcasting device on the base of a predetermined list of network keys 
transmitted by a verification center. However, in an analogous art, Medvinsky 
teaches the list of control cryptograms is calculated by the broadcasting device 
on the base of a predetermined list of network keys transmitted by a verification 
center (column 5, lines 59-65). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Torigai to include the list of control 
cryptograms is calculated by the broadcasting device on the base of a 
predetermined list of network keys transmitted by a verification center. This 
would have been obvious because person having ordinary skill in the art at the 
time the invention was made would have been motivated to do so in order to 
provide a secure transmission of real time content in a network (column 1 , line 
35). 

Regarding claim 20 

Torigai furthermore teaches wherein the test key is randomly generated 
and serves also as session key for the encryption of the encrypted data (column 
10, lines 24-28) 
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Regarding claim 21 

Torigai furthermore teaches wherein the broadcasting device generates at 
least two test keys and transmit them to the processing device, which sends back 
to it the corresponding cryptograms and its associated test key for the verification 
operations and an other cryptogram and its associated test key as session key 
for the data encryption (column 5, lines 62-67). 

Regarding claim 23 

Torigai furthermore teaches wherein the list of control cryptograms 
consists of a white list containing the cryptograms obtained by the encryption of 
the test key with valid network keys (column 6, lines 15-20). 

Regarding claim 24 

Torigai furthermore teaches wherein a cryptogram presents in the black 
list or absent from the white list is refused during the comparison, an error 
signalization inviting the user to change the terminal module is then generated 
(column 10, lines 59-64). 

Regarding claim 28 

Torigai furthermore teaches wherein the control data consist of an address 
indicating where the control list can be downloaded via Internet by means of the 
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broadcasting device, said list is then stored in the memory of the broadcasting 
device (column 10, lines 24-52). 

Regarding claim 31-33 

Torigai furthermore teaches, wherein the broadcasting device is a DVD 
disc reader, this disc comprising on one hand the encrypted data and on the 
other hand the control data; wherein the broadcasting device is a pay television 
decoder receiving the encrypted data and the control data from a managing 
center (column 12, lines 48-50); and wherein a cryptogram present in the black 
list or absent from the white list is refused during the comparison, an error 
signalization inviting the user to change the terminal module is then generated 
(column 10, lines 59-64). 

14. Claims 22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Torigai et al. (US Patent No. 6,038,321 ) in view of Medvinsky et al. (US Patent No. 
7,237,108 B2) further in view of Gulcu et al. (US Patent No. 6,925,562 B2). 

Regarding claim 22 

Torigai and Medvinsky teach all limitation of the claim as applied to claim 
18 above. Torigai and Medvinsky do not explicitly teach the list of control 
cryptograms consists of a black list containing the cryptograms obtained by the 
encryption of the test key with invalid network keys. However, in an analogous 
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art, Gulcu teaches the list of control cryptograms consists of a black list 
containing the cryptograms obtained by the encryption of the test key with invalid 
network keys (column 4, lines 48-56). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Torigai and Medvinsky to include 
the list of control cryptograms consists of a black list containing the cryptograms 
obtained by the encryption of the test key with invalid network keys. This would 
have been obvious because person having ordinary skill in the art at the time the 
invention was made would have been motivated to do so in order to provide 
systems enabling the protection of a lost or stolen computer system (column 4, 
lines 9-10). 

15. Claims 29 is rejected under 35 U.S.C. 103(a) as being unpatentable over Torigai 
et al. (US Patent No. 6,038,321 ) in view of Gulcu et al. (US Patent No. 6,925,562 B2). 

Regarding claim 29 

Torigai teaches all limitation of the claim as applied to claim 18 above. 
Torigai does not explicitly teach the converter module verifies the authenticity of 
the control list by means of a signature on said data. However, in an analogous 
art Gulcu teaches the converter module verifies the authenticity of the control list 
by means of a signature on said data (column 9, lines 35-48). 
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Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Torigai to include verifying the 
authenticity of the control list by means of a signature on said data. This would 
have been obvious because person having ordinary skill in the art at the time the 
invention was made would have been motivated to do so in order to provide 
systems enabling the protection of a lost or stolen computer system (column 4, 
lines 9-10). 

Conclusion 

16. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ali Abyaneh whose telephone number is (571) 272- 
7961 . The examiner can normally be reached on Monday-Friday from (8:00-5:00). If 
attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
numbers for the organization where this application or proceeding is assigned as (571) 
273-8300 Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 



Application/Control Number: 10/521,451 
Art Unit: 2137 



Page 13 



Ik. S. A./ 
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Supervisory Patent Examiner, Art Unit 2137 



